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Qwest Community Holiday Party
Seattle – December 2010

SMB Nation BeerFest
Portland, OR
January 2011

Matt Makowicz Harry Brelsford Sue Unger

Tiara Lark Chris Bangs Jennifer HallmarkScott Beveridge Marianne Poulos

Chris Bangs, Leonard Dimiceli, Rob Leon Qwest SMB Channel Community

Mitzi Maldonado, 
Steph Holt

Shauna Brauchler

Karl Palachuk presents at Portland Technology
Wizard’s January 2011 meeting.

Harry and Matt at CES!

Intel home Server was a hit at CES! 

SMB Nation BeerFest 
Seattle, WA – January 2011
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TECHNOLOGY WATCH

Lenovo’s New SMB ThinkPad Pair 
Delivers Curves with Style

Lenovo showed off a pair of new
laptops that are expected (according to
the company) to elevate SMB computing
with high-level design, cutting-edge
technologies and extra features to go
beyond business computing.

The company’s new ThinkPad Edge
E220s and E420s laptops was part of its CES
product showcase located in the Venetian
Hotel’s AquaKnox restaurant. Lenovo
encouraged attendees to stop by during the show to view this laptop
pair, both of which come equipped with small details that make a big
difference, mainly their infinity screens, a matte finish that’s soft to
the touch and real metal accents projecting a cosmopolitan image.

Tigerpaw Software “Fast Tracks” 
VAR Best Practices, Education

Keeping in sync with its competitors, Tigerpaw Software
launched its Fast Track program, designed to help VARs and
MSPs quickly implement the company’s software program
within their respective businesses. Fast Track is based on
industry best practices that are tailored to an organization’s
unique and specific needs. 

According to Tigerpaw, Fast Track is a cooperative, hands-
on project jointly managed by the software company’s
Professional Services team and the provider’s team.
Additionally, IT consulting firm The Taylor Business Group will
be providing additional resources to the Fast Track program.

Triohm Medical Systems Responds to Stimulus
EHR with Enhanced Channel Program

Triohm Medical Systems, a provider of EMR and Practice
Management Software now offers an enhanced and expanded
Channel Partner Program, specifically geared toward VARs
and MSPs who are looking to expand their reach toward
Healthcare IT.

The Triohm Certified Partner Program is built with the
unique needs of today’s VARs and MSPs in mind. The
company is looking to build out its current program with
strong IT partners that are dedicated to the HealthCare IT
marketplace. In turn, Triohm is dedicated to providing its
Partners with the very best training possible, helping them
generate leads and providing them with the tools they need to
develop successful Healthcare IT Practices and provide real
value for their end clients.

Better Idea Group, CSI Join to Form E&J Solutions
Ernest Cook, Principal of Better Idea Group told SMB

Nation that his San Jose, CA-based software services firm has
merged with Customized Solutions Inc. (CSI) of Ohio. The two
companies have joined forces to form a new corporation — E&J
Solutions Inc.  The company will continue to operate under the
Better Idea Group brand with locations at its Granite Bay, CA
headquarters coupled with a larger office in Cleveland OH. 

J. Lynne Lombardi joins Ernest Cook from CSI of Ohio.
Lombardi, who has 24 years of experience with Intuit, Sage and
Radiant products, brings a wealth of knowledge to the
organization. Cook will continue as the company’s President;
Lombardi will serve as VP of Sales and Marketing while running
the Cleveland office.

Cisco’s Connect and Secure Solutions 
Help VARs Boost Profits

Cisco launched in January a trio of networking, security and
storage products to its “Connect” and “Secure” small business
portfolios. Designed specifically with SMB VARs and MSPs in
mind, the products will help end users quickly, easily and more
securely connect employees and devices with the content they
need, wherever they need it. The product trio includes Cisco’s
Series Smart Switches, RV220W network security firewall and
NSS300 Series Smart Storage product line.

The company also announced that its Cisco Capital division
is currently offering competitive financing for small business
customers so they can obtain the technology they need to stay
competitive and profitable. 

gloStream, D&H Join to Help VARs 
Capture Healthcare Stimulus Ops

gloStream, maker of gloEMR, gloPM and gloSuite –
the only electronic medical record and practice
management software with Microsoft Office built right in
– and D&H Distributing, have entered into a strategic
partnership.  Together, both companies will help teach
D&H resellers how to build thriving Healthcare IT
Practices so they have the capability to service and
support the local doctors in their communities searching
for electronic medical record solutions.

Autotask Names New CEO, VP of Strategy and
Market Development

In December, Autotask
announced the appointment of
Mark Cattini, a new CEO to replace
founder Bob Godgart. Godgart will
serve as Chairman and in a new
role of Chief visionary Officer.
Godgart hands over to Cattini a
business that he founded and grew
to approximately 200 employees
and nearly 40,000 users in 43
countries around the world. In his
new role as Chief Visionary Officer,
Godgart will work more closely
with other industry leaders,
strategic partners and with
Autotask customers to help shape
the future of Autotask.

After much speculation and social media chatter,
Autotask also confirmed (shortly after Cattini's appointment)
that Lenovo’s Jay McBain joined the East Greenbush, N.Y.-
based PSA as VP of Strategy and Market Development.
McBain, who made a name for himself during his 16+ years at
IBM and Lenovo, most recently as the company’s director of
Small and Medium Business, is currently working to build out
Autotask’s vertical and specialty market opportunities for
partners and customers.

Jay McBain joined
Autotask in December 
as VP of Strategy and

Development.
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by Frank Raimondi, Executive Director, NASBA (The Association of Channel Resellers)

PERCEPTIONS

Why Green? Why Now? And How?
ustomers are interested in buying them, (as long as they
don’t cost any more). The federal government is requiring
it through executive orders (95% of all system purchases

must meet it). Higher education and an increasing number of
corporations and businesses are mandating it. What could it be?
Quite simply, it’s green and energy-efficient computing.
Unfortunately for many channel partners, that’s where the
simplicity ends.

Why Green, and Why Now?
In this “how-to” type article, we will be defining green IT, as well
as discussing the basics of what you need to know, and even
more importantly – why. We’ll cover Energy Star, EPEAT and
other standards and which are most important to know and get
involved with. Finally, we’ll discuss the value proposition of
saving money and resources, and how you can help your
customers do both.

If you’re not already selling energy-efficient and
environmentally friendly computers and servers, you will be
soon. We’ll discuss some of the essentials you need to know now,
the basics in regulations and standards, and what you can do next.

Let’s start with the state of the channel today. In a recent
research study that NASBA (www.nasba.com) conducted, it found
that only 23% of VARs surveyed are confident in their abilities to
sell green technologies effectively and/or are considered experts.
Interestingly, just more than 50% of the participants said they
could talk the talk, but not walk the walk — meaning most people
have barely started, or not started at all in the process of learning
how to build/sell/support green initiatives with their customers.
You are probably in this majority as well.

Other key findings the survey reported were:
• The biggest green-building challenge: lack of demand,

followed by inability to justify added cost.
• Future research needs expected to be met at: consultants,

social networks, NASBA/Associations.
• 62.5% have heard of EPEAT, but admit they don’t know much.
• 60% of survey respondents said they didn’t know the

difference between EPEAT and Energy Star.
Obviously, there are several things that need to change and

knowledge that needs to be shared. If you look at some recent
data from SMBs, the trends are “to buy more energy-efficient

computers. In the federal government and some enterprises, it’s
mandated. So what’s a VAR to do?

Well, first, you have to learn the basics.

Regulations and Requirements
Across the globe, there are various green government

programs, but the two most important ones to know are Energy
Star and EPEAT. If you are selling into the Federal Government,
you’re probably already familiar with both of these. There is an
Executive Order (#13423) that requires federal agencies to
purchase Energy Star systems when EPEAT isn’t available, and
EPEAT, when they are available (today for client computers and
monitors). This Executive Order has made it easier for agencies
to be green without having to do too much research and work to
figure it out. This ease of being green is catching on with local
and state governments, higher education groups, and
increasingly businesses from large enterprises to SMBs. 

Energy Star (www.energystar.gov): Earning the Energy Star
means products meet strict energy efficiency guidelines set by
the U.S. Environmental Protection Agency. Desktop, integrated
desktop, and notebook (laptop) computers, workstations, small-
scale servers, and thin clients are all eligible to earn the Energy
Star, and those that do are now more efficient than ever.

The EPA has strengthened the requirements for
computers earning the Energy Star in Version 5.0. For
Desktop/integrated desktop and notebook computers,
products must meet stringent TEC (total energy consumption)
requirements for estimated annual energy consumption.
Small-scale servers and thin clients must meet energy use
guidelines in “off” and “idle’ modes of operation and thin
clients supporting sleep functions must also meet
requirements in this mode. These requirements ensure energy
savings when computers are being used and performing a
range of tasks, as well as when they are turned off or into a
low power mode. Energy Star-qualified computers must also
have efficient internal or external power supplies.

Power management is important for saving energy,
especially since computers are often in use more hours per day
than they used to be. ENERGY Star power management features
place computers (CPU, hard drive, etc.) into a low-power “sleep
mode” after a designated period of inactivity. Simply hitting a
key on the keyboard or moving the mouse awakens the
computer in a matter of seconds. 

C

We’re the opposite of Green

We do the minimum

We have learned how to talk
Green, but have only started

We walk the walk and talk
the talk related to Green

We’re considered experts
in the area and promote

it consistently

1.6%

20.3%

54.7%

20.3%

3.1%

Response
Percent

How would you describe your company’s activity in 
“Green IT” or presenting yourself as “Green Aware”?

We typically leave our
computers on at nights
and on weekends

We typically turn our
computers off every night

We will activate power
management settings on the
new computers, but did not 
do so on the old computers

$144

$40

$352

$88

$24

$216

If you pay
$.11/kWh

If you pay
$.18/kWh

How Your Computers
are Used

Estimated Lifetime (4yrs)
Savings per Desktop Computer
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PERCEPTIONS

It’s one thing to sell green, but when your customers are
asking if it’s going to take more green (meaning dollars) to buy
green, how do you respond? Beyond the “goodness” factor, there
are real savings. According to the EPA, depending on typical use,
an individual Energy Star system can save up to $352 in
electricity costs over a four- year lifespan.

EPEAT (www.epeat.net): So once you’ve got the basic energy
usage taken care of through Energy Star, now we need to consider
other green factors such as sustainability, chemical usage,
recycling and take back, etc. That’s where EPEAT comes in.

EPEAT is the definitive global registry for greener
electronics, covering the most products from the broadest range
of manufacturers. Only EPEAT combines comprehensive,
objective criteria for design, production, energy and materials
use and recycling with ongoing independent verification of
manufacturer claims after registration. With more than 3,200
products from 45 manufacturers registered in 41 countries,
EPEAT has rapidly become the most comprehensive green
electronics registry in existence.

Products registered in EPEAT must meet 23 required
environmental performance criteria. They are then rated Gold,
Silver or Bronze based on the percentage of 28 optional criteria
they meet. Products are registered by country so you can see
their registration details for wherever you buy products. EPEAT
operates an ongoing verification program to assure the accuracy
of the registry.

Though today EPEAT only covers desktop and notebook

computers and monitors, the standards for printers and TVs
will roll out later this year; a server standard should be available
in 2012.

Article continues at our BLOG at
www.smbnation.com

Gimmicks Not Welcome Here: 
Symform – Truly a Green Company

It seems that so many companies claim to be “green,” and
will jump on the bandwagon just because it is cool or chic to do
so. However, at Symform, a Seattle-based provider of online
backup and disaster recovery, this is not the case. The company
simply states: “we aren’t into tricks or gimmicks, and we
certainly don’t like ‘greenwashing’.”

Built on its mission of thinking a little different than most,
Symform decided that instead of building and maintaining huge
data centers, it would aggregate the unused capacity sitting idle
at businesses around the world to create a virtual data center.
The systems that comprise the Symform Cooperative Storage
Cloud are going to be there, turned on and running, regardless of
if they are currently operating or not. Symform has essentially
taken one of the tenets of environmental stewardship – reuse –
and built its business around it. What’s more is that Symform
doesn’t require any new equipment to be purchased, or any
additional electricity to be consumed in order to provide
complete off-site disaster protection.

Leif Espelund, Symform’s Marketing Programs Manager, is
not only someone who practices green at work, but in his personal
life as well. A self-proclaimed environmentalist, Espelund says
that being able to ride his bicycle to work each day to Symform’s
Seattle offices is definitely a plus. He added that another selling
point for him was that since Symform is just green by nature, the
company’s values and goals therefore matched that is of his own.
“As a company, collectively, we are green by nature,” Espelund
said. “Everything that goes into our cloud is something that was
already there and already established. For instance, our data
center is virtual, and was built on computers and an infrastructure
that was already in place and connected.” 

Espelund also addressed a question of which I have known
to plague many VARs and consumers as well: How to dispose of
PCs that are no longer in use? This is something that is always
discussed as a safety issue from both an environmental and
security standpoint. However, according to Espelund, VARs
shouldn’t be afraid of either, as long as proper channels are met. 

“When you talk about environmental impact, you do the
least harm by reusing equipment that’s already been put into
place,” he said.  “If someone is going to go out and buy a new
computer, then that of course is a bigger environmental impact
than getting a used computer.”  When it comes to data security,
running a system restore, provided that it’s being performed by
a trusted source, should take care of that.”
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BUSINESSSPEAK 2.0
by James Foxall, President, Tigerpaw Software

he world of a technology provider is an ever-evolving
soup of acronyms, technology, products, and business
methodologies. Whether it’s adding new services such as

backup and disaster recovery, or completely changing your
business model from break-fix to managed services, staying
current may seem impossible. Today, a lot of discussion centers
on “owning the customer.” This typically means owning all of
the end points on a network, such as displacing copy
companies by offering managed print services. With so many
choices, it can be difficult to know which bandwagon to jump
on — you have to balance your time and money as you invest
in technologies that will add value to your existing business
and generate a profit.

As an IT company, one area that you should consider
devoting your attention to is voice. It used to be that VARs
provided data hardware and services, and telecoms provided
telephone systems. The division was distinct and everyone knew
their role. That line is quickly blurring. 

Telephone systems were once closed, proprietary systems,
and manufactures were often absolute in their territorial
positioning; you had to buy from the guy in your area, and no
one else would sell to you. This created a customer base that
was locked into buying expensive hardware from a single
vendor. Big margins were common. Now, technology such as

SIP and the proliferation of relatively inexpensive bandwidth
have made telephone systems endpoints on a network, and
data guys “get” the network. This marriage of voice and data
is called convergence, and it’s really catching on. In fact, it’s
the theme and focus of my company’s upcoming user
conference, which carries the title “Convergence: Better
Together”; it’s that important.

Make no mistake — the smart telecoms are looking to get
into the data game, and there are many vendors willing to help
them make the transition. Many old-school telecoms face various
challenges as they attempt to move to data, however. First, many
of the more established telecoms got started in the 1970s when
“Ma Bell” was broken up, and their leaders are looking for exit
strategies, not new business models. Managing networks and all
that goes with it is considerably different from managing phone
systems, so an investment in new people or outside NOC
services can be a barrier; in general, it’s easier for a data person
to get into voice than the other way around. While this can pose
a substantial challenge, many telecoms have huge customer bases
– often numbering in the thousands! Think about that for a
second. What penetration could you make with a new product or
service if you had, say 2,000 existing customers to talk to? The
telecoms that make the transition have a pre-loaded database of
hot leads and can quickly become a threat to IT shops.

T
Voice and Data: Much Better Together
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However, data people have technology on their side. It used
to be difficult for VARs to get into selling phone systems, and the
tip-and-ring technology that dominated the telecom world was
hard for many data people to grasp. The technology has changed
radically, however, and many manufacturers have moved to IP
switching systems. Data people get IP. With the proliferation of
cloud-based voice systems, the barriers to entry for even the
smallest IT shop to get into voice are breaking down. And while
it seems that the margins on IT hardware have had a go at Alice’s
potion and consequentially shrink smaller and smaller, voice
systems can provide comparatively high margins.

If you have traditionally been a data person, and you’re
looking to get into voice (and if it’s not obvious by now, I think
you should be pursuing this option), start by looking at the
demographic you serve. Are you currently servicing large
clients? Small clients? Are you in a specific vertical such as health
care? What kind of start-up costs can you afford (if any), and
what time commitment are you willing to make to learn new
technology? You need the answers to these questions as you
approach potential voice partners. Different manufacturers offer
different solutions, all with different price points, features, and
technology. The right partner for you is the one that not only
provides solid solutions for your target market, but also provides
you with the training and support you need to be successful
selling their voice systems.

So, who is going to win? Is it the data person that “gets”
networks and already has a strong relationship selling IT

services to their customers, or is it the voice VAR that has a huge
customer base and often more employees? The answer is neither
– and both. The successful solution provider of the future isn’t a
data company that adds voice, or a telecom that adds data. The
converged company – the real winner in all of this, is not just the
sum of the two, but something unique in and of itself.

Whether you’re a voice VAR looking to get into data, or a
data VAR looking to get into voice, you have some work to do -
- and there is no easy path. You’ll hear more and more talk about
“100% coverage” as vendors woo you into layering their
products and services over yours. If you still think of telephone
systems as proprietary systems outside the network, it’s time to
rethink that view. In the end, your customers want one bill to pay
and one “throat to choke.” By combining voice and data, you
truly have a chance to own the network. If the voice system is on
the network, and you own the network — you own the customer.
That’s 100% coverage! 

James Foxall, president of Tigerpaw Software,
Inc., has been involved in commercial software
development for more than 20 years and was
instrumental in the development and creation of
Tigerpaw’s award-winning product: Tigerpaw
11. In his current role, Foxall provides the vision
and management to keep Tigerpaw focused on
its customers and properly serving its markets. 

BUSINESSSPEAK 2.0
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MVP
by Cliff Galiher, Small Business Consultant, Third Tier

mall Business Server. This venerable Microsoft product is well-
known among small business technology experts. Throughout its
15-year history, it has adapted to meet the challenges of the small

business, has been updated regularly to accommodate new
technologies and best practices, and has become the cornerstone for
many small businesses.

Some Interesting Commonalities
2011 will see a refresh of SBS, but it also brings us something new;

a modification in SBS that poses the potential to be as game-changing
as SBS itself. Small Business Server is no longer a single product, but
has become a brand with three distinct products.

It would be easy to assume that with a shared name comes a shared
platform, with similar features and functionality. However, this is
certainly not the case. The Small Business Server brand represents a
shared purpose of servicing the small business market, but as businesses
have evolved and their needs diverged in an ever-increasing
marketplace, so too do these products represent the vastly different
needs of small businesses. Making the choice on which product best fits
means understanding the core focus of each product. So which is right
for you? Small Business Server 2011 Essentials? Small Business 2011
Standard? Does that premium add-on provide enough “value-add?
Understanding these products, their similarities, and their differences
will be important in making future plans and purchases.

First, while each product has a specific focus to help fulfill a niche
in the small business space, at their core they do have some things in
common. They are all built on Windows Server 2008 R2. With a few
licensing restrictions, you receive all of the functionality of the
Windows Server platform. All of the common features are there for file
sharing, printer sharing, a DNS server, and IIS for hosting some web
content. Some of the less used features are there as well, such as NPS
which has a solid RADIUS server for rolling out a more secure Wi-Fi
network, and RRAS, which can be used for controlling remote access.

Beyond the core of Windows Server, each product adds its unique
superset of features to distinguish itself from the rest.

What About SBS-E?
Small Business Server 2011 Essentials (SBS-E) is the new kid on

the block. An entirely new product, despite its name, this server is
built for the small business that is on the verge of outgrowing
“workgroup” status. It installs itself as a domain controller, providing
strong central management of users, passwords and policies on the
network. Taking a page from the Windows Home Server playbook, it
offers a client PC backup engine to help the small business protect
essential data. It has a dashboard to help monitor the health of the
server, the network and a plethora of wizards to help the day-to-day
office manager maintain the system. Its primary purpose is to offer an
easy server for the business, small footprint, easy to manage, and
otherwise stay-out-of-the-way installation. And, of course, SBS
continues its presence on SBS-E. Formerly called RWW, the latest
incarnation of Remote Web Access (RWA) offers a unique web-based
solution for accessing client PC desktops, shared files stored on the
server, and even streaming media via Silverlight. 

For those familiar with previous versions of SBS, what is missing
is as notable as what is new.  Gone are the components that require
extra administration such as Exchange and SharePoint. As many
“first-server” businesses will still have ad-hoc solutions in place, these
“missing” pieces strategically place this server to be an ideal
complement to more informal solutions such as Google Apps or
hosted Exchange for email solutions. Similarly, a company can
leverage their existing collaboration solutions, including hosted
Sharepoint, Google Apps, or any of the offerings from IBM, Cisco and
others. The lightweight nature of SBS-E makes it particularly adept
and nimble to meeting new small business models where previous
SBS editions were an ill fit.

Like all versions of SBS, SBS-E does have some limitations. First
and foremost, it is limited to 25 users and 25
computers. As a solution targeting the smaller
side of “small business” this usually won’t be an
issue. If you are looking for a higher user count,
you may want to investigate other products,
such as SBS Standard or even stand-alone
Windows Server deployments, depending on
features. Also, like previous versions of SBS,
“enterprise” features have been intentionally
disabled. SBS does not support multiple-domain
forests, it must be the root of the domain, does
not support trusts or federation, and must hold
all FSMO roles. If all of that is Greek, don’t
worry; these are all features intended for large
businesses. Not even mid-sized businesses will
use those features often, if ever. The small
business, properly installed and managed, will
never even know they aren’t there.

Small Business Server 2011 Standard
Small Business Server 2011 Standard is the

next edition of the traditional SBS product line.
There won’t be many surprises for long-time
SBS aficionados, but there are some refreshing
changes and updates. Of course, first there is the 

S

SBS Standard and Essentials – 
Which is Right for You?
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JOHN’S OUTLOOK
by John Iasiuolo

ith a varied background in the business world, as well
as a successful career in the entertainment industry, I
have always been committed to hard work and

striving for nothing less than my personal best. To understand a
little about my life’s journey, I was born and raised in Staten
Island, NY, and moved to New Jersey for the better part of my
adult life. I later moved to Las Vegas and have been here for 20-
plus years. My career was built around education, business
knowledge and the “School of Hard Knocks.” 

For years, my data collection system consisted of index
cards and notebooks, not the wonderful world of computers.
Unfortunately, the “techie thing” came to me later in life, not
through business, but from my family friends. I realized then
that computers were here to stay, and I’d better do something
about educating myself. I was known for always breaking new
ground in my business pursuits and for never walking away
from a challenge. This time the challenge was me. I wanted to
apply all my energy to break into the digital age and understand
the “Digital Lifestyle.”

I needed to know more than computer "how-to’s," and the
techie talk. Most of all, I needed to understand it all in plain
English. Incorporating my own style and my business
background, I integrated my hard-working business ethics with
my unique and entertaining approach to provide solutions to the
mysteries of the “Cyber World” to a listening audience!

For this reason, I started the Computer Outlook Talk Show in
December 2002, and it has been growing ever since. Today, the
Computer Outlook Talk Show has established itself as one of the
country’s fastest-growing Internet computer talk shows
featuring “What’s New…What’s Best…What’s Next” in the
computer and IT industry.

Several years ago, I recognized a need for computer
education targeting both home and business users; a program
with zero techno-babble, yet with enough content to satisfy both
the novice and advanced user. I was very fortunate in the early
stages to have wonderful co-hosts join me. Their extensive
background in the computer industry allowed me the opportunity
to invite a different industry guest to each show. With their
working knowledge and my desire to learn, we’ve been able to ask
the questions that computer users want answered.

Following up on this early concept, I focused my attention
to detail and commitment to the listening audience. My goal was
to format a show based on themes that repeated monthly with
exciting and up-to-date industry news. After successfully
formatting the theme shows, I took it to the next level for our
audience by inviting a guest co-host carefully chosen for their
expertise in the topic being presented.

At the start of 2010, we also saw the need to bring to the
consumer market a knowledge base of business practice and
therefore the formatting of the themes changed to incorporate
the SMB Nation as well the Asset Management Association and
a Microsoft show.

Today, our program broadcasts on the Internet Tuesdays,
Wednesdays and Thursdays from 5 p.m. to 6 p.m. (PST). We have
also added another program, Java with John, on Sundays from 

10 a.m. to 11 a.m. (PST). The show can be accessed through
www.computeroutlook.com and is simultaneously streamed
over the Internet by Tech Outlook Central Internet Network at
techoutlookcentral.com. Please visit our audio archives and
listen to broadcasts you might have missed; they are archived on
the site for about one year.

In addition, Computer Outlook airs Computer Tips twice
daily during the 8:30 a.m. and 4 p.m. (both PST) drive times.
Podcasts of both live programs are available from
www.computeroutlook.com and leading podcast portals for
convenient download and anytime, anywhere listening. We are
also available on Facebook and Twitter.

So here I am now turning another chapter on my life’s journey.
This has also inspired me to “pay it forward” for all of the good
fortune that I have experienced both professionally and personally
through the Computer Outlook Talk Show. In the process of gaining
confidence and expertise in the computer industry, I discovered
there is a part of the population who are not able to afford and/or
access a PC. For that reason, I established the Outlook Foundation
(www.outlookfoundation.org), which is the pursuit of that dream.
The mission is simple: “to repurpose computers and give them to
children and military families in need.”

W

The Computer Outlook Talk Show: 
A Personal Journey 
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usinesses looking to improve network security are often
overwhelmed by the many choices available, including
software solutions versus the new generation of security

appliances. As most businesses are focused on daily operations and
the need to make financial targets in a tough economy, network
security is also understood to be important. But realistically,
investment in security expense is minimized wherever possible.

In practice, this often means that security administrators may
install a cheap and serviceable firewall as a network gateway and
then use endpoint security as another line of defense at the desktop.
Using this minimalistic version of a defense-in-depth strategy means
that all too often many malware streams may still get through. 

Addressing the Malware Defense Dilemma
Norman is offering a new, innovative solution to address this

malware defense dilemma. Anchored by the Norman Security Suite
endpoint product line, Norman has been pioneering new
technologies over the past several years. Most notable is the advanced
SandBox technology in the company’s anti-malware scanning
technology. SandBox detects new malware at a high rate, making
Norman’s scanning engine popular in many third-party products. 

Now, Norman offers Network Protection, available as either an
appliance or software. Detailed information can be found on
Norman’s Web site at www.norman.com including registration for
a trial version, detailed product overview sheets and a full manual. 

We reviewed the hardware appliance solution, installed on a
Dell box, which included a quick-install guide. When we booted up
the appliance, we quickly saw a Norman splash screen, followed by
a simple network configuration process. After the quick initial setup,
the appliance rebooted, giving the user web browser access to the
management console, which seemed smooth and stable.

The user is asked to choose specific protection scanning level
settings for each network protocol and other options include URL
blocking settings, configuration of the messages to display to users
connection to malicious websites, and control of logging and email
alert messaging. Email and SNMP options send alerts without
requiring monitoring of the interface. The level of data, as well as
where and how it is sent, can therefore be configured easily.

The Norman appliance may be placed at the gateway or
between network segments. Two interfaces pass all data through,
scanning the traffic streams in real time, blocking anything
malicious. For this test, we put the machine between two subnets.
The traffic between the subnets seemed completely unaffected by
inserting the device. Upon looking at the management GUI, we
could see throughput levels of the traffic being monitored and
subsequent malware we attempted to pass through the device on
various protocols was blocked immediately. The interface gave us
all the information we were looking for about network traffic, the
system hardware, and malware blocked, all organized clearly and
enhanced by visual tables and graphs.

Smooth, Quick Connectivity
Even when we put the device under heavy traffic loads, there

was virtually no slowdown, with malicious files continuingly
blocked, as opposed to behavior we observe on traditional 
proxy based appliances, which require the full object to make 
a risk decision before passing it on to the destination 

system. The Minimal
Latency Session
Shadowing technology
Norman boasted gave
us even smoother and
quicker connectivity
than we expected. 

One of the most
interesting features of
the appliance is the
SandBox detection.
When malicious files
are run through the
SandBox, detailed
behavior of the file is
reported as it executed
safely inside the
Norman’s simulated
proactive “emulated” 
environment. The report includes information about changes the
malware would have made to the target file system and registry, as
well as network behavior and other information. 

Norman Network Protection’s selling point is simple,
affordable superior malware protection. NNP simply blocks
malware passing through core protocols with minimal network
affects and administrative overhead. The plug-and-play abilities
and ease of integration makes it flexible enough to be installed at
any location in any network layout. As a bonus this product keeps
the overheads low, barely impacting traffic flow. The addition of the
proactive Sandbox with the traditional technology scanning adds
an extra layer of defense against new and unknown threats. 

NNP can be placed anywhere within a network and could be
an important part of a network security strategy from the SMB to
larger, more complex networks. In the SMB scenario, NNP will
protect the whole business network from outside threats. In more
complex networks, Norman Network Protection can also secure
email services, web servers and the FTP server.

As we have noted, many businesses with limited budgets
place their most robust antimalware defense at the client level,
with some kind of Endpoint Protection solution. Norman
believes that NNP can significantly improve antimalware
protection in this scenario, and has independent lab testing
results to prove it.

Protecting Threats—From All Outlets
In 2010 testing with NSS Labs, Inc., Norman announced that

NNP improved network security up to 38 percent when used in
conjunction with a range of leading endpoint protection solutions.
The appliance is picking up malware threats the Endpoint software
doesn’t see. The point is that most security experts feel that one
layer of security just isn’t enough anymore. With a layer of defense
at the gateway and another layer at the endpoint, users have a
higher chance of defeating even the toughest malware threats.

We agree that a multi-layered approach such as offered by the
Norman Network Protection appliance and a standard industry
endpoint solution offer a superior defense-in-depth strategy for
the SMB and can provide a strong additional layer of protection

B

Check out our blog at www.smbnation.com

S
M

B
 P

a
rt

n
e
r 

C
o
m

m
u

n
it

y
Ja

n/
Fe

b 
20

11

26

Norman Network
Protection is offered as an
appliance or as software.

How to Avoid the Malware
Defense Dilemma
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name. That “standard” tacked on the end is a result of the SBS name
becoming a brand instead of a product, but will be important when
seeking support. As the differences between SBS Standard and SBS
Essentials are fairly significant, what fixes problems on one server can
be completely meaningless advice on another. Get used to the new
product name; it will save you hassle down the road.

SBS Standard takes Windows Server 2008 R2 and makes it a
domain controller so like SBS-E, it becomes the core of a more
manageable network. It then builds in Exchange 2010 SP1 and
SharePoint Foundation 2010 to offer a complete email and
collaboration solution out of the box. Next is the SBS Dashboard
designed to help monitor the server’s health and provide quick and
(usually) logical access to myriad of management tasks. And finally,
each task is usually managed by a wizard specifically written for SBS
that hides the more complex details, making the process of managing
a server with this many components look deceptively simple. SBS
Standard also includes an updated RWA interface, a shared fax
solution similar to previous versions of SBS, an integrated patch
management solution via Microsoft WSUS, and basic reporting to help
keep track of the whole thing.

Like its SBS Essentials counterpart, SBS Standard, too, has its
limitations. It has the same enterprise domain features stripped out
and has the same enterprise restrictions that were listed for SBS-E. It
also has a limit on users or computers; although instead of 25, it is 75
for SBS Standard. In addition, a common limitation that some larger
businesses run into is in trying to deploy a Remote Desktop (formerly
Terminal Services) server solution. The SBS Standard server cannot
host remote desktop applications and should never have standard
users logging directly into the server. If RD roles are needed, a second
server and licenses will need to be added to the network.

SBS Premium Add-On
Finally, the third product in the SBS 2011 line-up is the Small

Business Server 2011 Premium Add-on. The Premium Add-on takes a
copy of Windows Server 2008 R2, bundles a copy of SQL Server 2008
R2 for Small Business, and makes it available for the SBS customer that
needs some extra functionality. Since the copy of Windows Server 2008
R2 is not customized, this allows it to act as a Remote Desktop

application server or it can act as a redundant domain controller. It
could be dropped in a DMZ on the network and host external website
content or extranet data. The Premium Add-on adds significant
flexibility to both SBS-E and SBS Standard.

As with all SBS products, there are a few restrictions. First, the
Windows Server install *must* be a part of the SBS network. There won’t
be any splitting the product off and running a second business from it.
Similarly, the SQL Server for Small Business also has licensing restrictions
that require it exist on the SBS network. Neither restriction is a deal-
breaker and, for those who play by the rules, won’t ever be noticed.

Of note, gone is the “Premium Edition” of previous SBS versions.
The SBS Premium Add-on helps fill the void left by the SBS 2008
Premium Edition, but adds more flexibility. As an Add-on purchase, it
can be purchased as a business grows instead of forcing a user to make
the decision up front. This also allows it to be purchased as an add-on
for SBS Standard, but also is an add-on for SBS-E. While the latter may
not be a common scenario, there are certainly environments such as a
small manufacturing plant, where SBS-E is the better fit, but they need
a second server for RD or a LOB SQL app. SBS-E coupled with a
Premium Add-on provides a comprehensive solution in these cases.

In summary, 2011 represents both an evolutionary step for the
SBS product line and a revolutionary one at the same time. As
Microsoft repositions its products to better serve emerging trends, the
SBS product line now has offerings in both the familiar and the
exceedingly new. While it will take some time to see how adoption
pans out, it is good to see that small businesses now have greater
choice in finding a product tailor fitted to suit their needs.

Nestled in the north Rockies, Cliff Galiher has passed
up big city life to help small businesses in western
Montana via his company, Third Tier. Since then, he
has carved out a reputation for helping the local
business community and non-profit sector stay
competitive in today’s more connected world, using
technology while working within the smaller budget
that these local organizations have.

MVP

Check out our blog at www.smbnation.com

against network threats which endpoint products alone may miss.
Keep in mind that we tested NNP between subnets. Typically

malware appliances focus on stopping threats only at the gateway,
but increasingly threats are being introduced by internal mobile
devices, such as laptop PCs and USB devices connected innocently
to LAN segments.
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Pricing and Options
SMB NNP R-210 Appliance w/next business day
replacement service 1 year:  $2,995
SMB NNP R-210 Appliance Annual Renewal:  $1,797 

NNP Options available: 
• 4-Year ProSupport for IT and Next Business Day 

On-Site Service
• 5-Year ProSupport for IT and Next Business Day 

On-Site Service
• Bypass Server Adapter – Copper
• Bypass Server Adapter – Fiber

For more information about Norman security solutions and
the new NNP 4.0 security appliance, please go to
www.norman.comThe Norman appliance may be placed at the gateway 

or between network segments.

(Continued from Page 22)
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